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Abstract Proposal
The purchase of mobile smart devices and intelligent assistants, such as Siri, Google
Home, and Alexa Echo, continues to increase due to their simplicity and practicality. For this
study, we will look explicitly at Apple and Android mobile devices. Most individuals feel
their information is safe on their device if it is protected by a passcode or a wake word such
as “Hey Siri” in a specific voice tone. However, many users are unaware of mobile devices’
privacy and security weaknesses.
Prior work [1, 4, 7] has shown that incompressible (obfuscated attacks) and inaudible
(dolphin attacks) voice commands can be understood by voice-controlled systems and may
be used to inject unnoticed security breaches. We hypothesize that without the person
knowing their device is compromised, we can use a voice-enabled phone or other mobile
device as an attack vector to scan for vulnerable laptops, desktops, or workstations on any
wireless network that it may encounter. The scanning will identify the devices’
vulnerabilities that enable further hacking. Finally, the mobile device can be used to send
malware to the victims, and damage or disable the systems.
Complying with ethical standards, we will use an experimental methodology and
simulations with virtual machines in a controlled environment to test our hypothesis. We
expect to find that the high-quality microphones in mobile devices will be susceptible to
inaudible or unrecognizable voice commands attacks. These findings will be applied to
investigate preventive measures and possible fixes to both dolphin and obfuscated attacks in
order to protect consumers.
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